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Dansk BilbrancheRad
Vigtig aendringer i branchen — set med Bosch gjne

» El/hybrid kommer hurtiger end forventet.

» Diesel har aldrig veeret renere

» ADAS systemer i alle biler og i alle pris klasser
» DolP diagnose via IP adresse

» Alle ny biler er online fra 03.2018 — E-call

» SGW er lovkrav fra 2020

» PassThru bliver nadvendig for alle vaerksteder
» Vaerksteds besag vil 2endre sig | fremtiden

» Bilen bliver forbundet med vaerkstedet, som er forbundet
med alt udstyr pa vaerkstedet. CoRe
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Dansk BilbrancheRad
OEM Customers
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Dansk BilbrancheRad
Bosch ESl[tronic] gar nu 100% online

-

ESI offline use ESI online use

SD Full package local + intermediate Updates SD Full package local + intermediate Updates
Updates every 3month
Information SIS, EBR,M,P

Search filters included

Daily updates

Information SIS,EBR,M,P
Search engine included
Classical information structure Enhanced links
Information separated SIS-M-P
CAS Plus

Car specific SIS + similar instruction

New (combined) information structure
CAS Plus from 2019/2
Car specific SIS+ search options

vV VYV VYV V VYV VYV V
YV VYV VYV V V V V
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Dansk BilbrancheRad
Nogle biler har 1 netvaerks modul

(&

CCU CGW

( OBD




Dansk BilbrancheRad
Fra 2020 kommer alle ny biler med SGW - Hvorfor?

AFTER JEEP HACK, CHRYSLER
& RECALLS 14M VEHICLES FOR ~ romsw.
ooo BUG FIX

A hacker's guide to fix
automotive cybersect
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NEW: Vehicle security
(connected/autonomous vehicles)

(&
‘ CCuU CGW
OBI

Domain Dom Domain Domain
Controller Controll Controll Controll
Powertrain Body Chassi Infotainment
ECU ECU ECU ECU
ECU ECU ECU ECU
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https://www.vehicleservicepros.com/in-the-bay/diagnostic-repair-info/diagnostic-test-equipment/scan-tools/blog/21026530/the-challenges-of-repairing-the-cybersecured-vehicle

Dansk BilbrancheRad
What will happen to the 16pole OBD Il Plug?

» Introduced in 1988 by California Environmental Protection Agency
(CARB), to check emission relevant components (DTC, Readiness
Codes, ...)

» Today it is a communication channel to talk with more than 50 ECUs
in the car.

» Direct Access to the vehicle network without Firewall

Will the 16pole OBD Il Plug be useless in the near future?

.. No!

» But he will become more ,safe” (data access only with valid
authorization/Authentification)

» Later on vehicle data will be available on different channel
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Dansk BilbrancheRad
Paradigm change of Diagnosis

For 30 years the OBD Plug was the only Communication channel
with the vehicle

8 ,l -
Now the vehicle goes online and offers multiple options to

communicate
(OBD Il Plug, wireless CCU, Smartphone, eCall..)

.

Cybersecurity will be
extremly important for the

Alle Communications
channels will be used, to

Automated Driving and
new vehicle technologies

vehicle Diagnosis and the
data access to the vehicle.

exchange Data with the
vehicle.

will increase Diagnosis

\\ complexity.
~
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Dansk BilbrancheRad
By software key from OEM

Security access

@ BOSCH FIA 2706 [ FIAT 7 500X 1.4 7334 /1.4 7 09/2015 - | EAM

0 Ig Diagnosis

I Q Search

3t o0
I {}; Maintenance

AL

Vehicle Identification

By Description||KBA key (D) | |VIN identification | | L &AL (=5 | RB key Type certificate no. (CH)
Internal . Year of
JLELL i iype Model Range Ll s manufacture =
FIA2706 FIAT 500X1.4 |33 | 14|  -|09/2015-
Superb 2.0
SK0391 SKODA DI Combi  3T5 20 1250 02009 - C
05/2010
4x4
AMG C 43
MB6898 MERCEDE... Coupe 205 3.0 2870 04/2018 - M
AMATIC
—eee e C 250 ——— - e - e e

Modern platforms required to utilise new solutions
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Security access By software key from OEM
), search I {3, Maintenance I 4 Manuals I % Circuit diagrams I I =/ I T

j ‘Service tasks||Global OBD Ii| | Unlock vehicle|| Components|

h “System search” B slitronic] 20 ®

Vehicle Unlocking

The selected vehicle is protected with security gateway by vehicle manufacturer to prevent
tampering and cyber attacks.

Hence, vehicle must be unlocked to access functions other than
- Reading ECU identification

- Error memory

- Actual values

Please select <Continue® to proceed with vehicle unlocking. Select <Cancel> to proceed
without unlocking the vehicle.

Hint: Unlocking will require internet connection.
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Security access By software key from OEM

= ESI[tronic] 2.0

Credentials for FCA server are not available.
Please enter your credentials here.

User name: | |

Password: | |

If you enter your password in this dialog, it is stored in encoded form on the hard
disk of your PC/Laptop. This is a potential security risk.
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Security access By software key from OEM

[ET ESiftronic] 20 X
User settings

|Languazge settings OE Logins

|°°'“pa“' data FCA (Fiat Chrysler Automobiles)
|mssages User name: | 393 |
Password: | seee |

| Proxy settings

| Print settings

|Protoool

| Maintenance

|Uniis

|
!
|
|
|
‘ Click here to register on FCA portal.
|
|
|
|

|Vehicle Identification

OE Logins L L .
If you enter your password in this dialog, it is stored in

|u55, —— ‘ encoded form on the hard disk of your PC/Laptop. This is a
potential security risk.

| Asanetwork

| Product enhancement ‘

OK | cancel
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Security access By software key from OEM

), search Iog Maintenance I 4% Manuals I % circuit diag

j |service tasks |Global 0BD il [unlock vehicle| [components|

"8ystem search" & Esiftronic] 2.0 X

Vehicle Unlocking

The selected vehicle is protected with security gateway by vehicl

tampering and cyber attacks. ESl[tronic] 2.0 x

Hence, vehicle must be unlocked to access functions other than Vehicle Unlocking Tellromcl 20 =
ronic) <.

- Reading ECU identification
- Error memory ! i
- Actual values Vehicle Unlocking

Checking for internet connection...

Please select <Continue> to proceed with vehicle unlocking. Sele Vehicle !5 unlocked SUDDQSSfully,
without unlocking the vehicle. All functions are now activated.

Note: If connection to security gateway is broken, then vehicle must be unlocked manually

. o o . through "Unlock vehicle" tab under Diagnosis.
Hint: Unlocking will require internet connection.
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Security access By software key from OEM

Ensure ignition is switched on

System overview Service tasks||Global OBD Il |Unlock vehicle |§
System group selection
Search

ABS

Airbag 3

Gear control
Instrumentation 1

Service Interval Display 1
Heating/air conditioning 3
Driver info 3

Central electronics 1
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NEW: DolP Infrastructure

OE tool compatible*

ﬁagv

LY e

*Bosch manufacture diagnostic equipment for many
OEM’s on the same production line as the KTS range
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Ethernet as Diagnostic Interface

» DolP (Diagnostics over IP) is the name of the new diagnostic interface based on
Ethernet

» Most European car manufacturer have included Ethernet on the 16 pin OBD
socket (BMW, VW, Audi, Mercedes, Ford, ...)

» 2 variants of pinning: sl m/\ [:]]<]-]-] [m/

Communication pins \
_ \9 10 11 12 13 14 15 15/ \9 10 1 12 13 14 15 16/

Most OEs Ford
» But complete diagnosis still possible via CAN until today

Specialty of the new Volvo XC90 (MY 2016):

» Ethernet integrated on the OBD socket

» Regulated OBD and base diagnosis like
read / erase error codes is possible via CAN

» Functions like initialization or calibration are only
possible via Ethernet interface

» =>» Complete diagnosis needs Ethernet !
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Autonomous driving

Who Leads the Autonomous Driving Patent Race?
Number of worldwide patent filings related to autonomous driving (January 2010-July 2017)

sosch @ soscn e [ o
pudi GEED = N ;o

Continental (@ntinental % — _ 439
ord @z = I
GM connns worors s N 3<0
evw & == I 70
Toyota D I 52
Volkswagen _ 343

||
Daimler DaiMiER HE [IIEGEGEGN 339
Google Google =
Based on a total of 5,839 patent filings related to autonomous driving
@ @ @ identified and analysed by the Cologne Institute for Economic Research

A v:
@statistaCharts Sources: Cologne Institute for Economic Research, WIPO StatISta -4
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Technology

Cluster 4 New car registration with

Environment mapping with ADAS take rate:
new sensor technology 2017: 25 — 50%

2020: 100%

Cluster 2
Rear/Surround view

EURO w_» NCAP

— e mes e s mee o mEe s o E E——
-~

____________________ -
1 v \
1 00, !
I " Enironment ] 2017 * kK * *
i. . Mappng ey 1
1 s Rear Ay . 7§;' :
. \ : Colsion 0 - | Adult Occupant Child Occupant
PRt o : Waming 1
Lrhtniond i h / ®
\ ket i e e e - 93% \ 85%
. I i
£ 1 T
o - : Pedestrian Safety Assist
NS = 74% ﬁ 72%

Growing market: -> 100% vehicle fitting rates with ADAS sensors in 2020 (NCAP: AEB, LKS | automated parking | lane change assist
-> New Sensor technologies for autonomous driving: Environment mapping with LIDAR sensors (laser scanner)

-> Legislation in respect of safety aspects

2 Cotofichtivéah ftarASEAAMBENVAME A20ARPBIEN | 2019-07-24 . . .
© Robert Bosch GmbH 2018. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. LI DAR = ||ght detectlon and ranglng



Dansk BilbrancheRad
Veaerktgj til Kamera og radar kalibredering

SCT 815 SCT 415/ SCT 417 DAS 3000

Standalone corner reflector for radar Entry and intermediate solution for camera Th‘:-‘ Pf0f635i°"8| solution for radar and camera
calibration calibration calibration

Radar _ Camera

Coverage: Radar (= Coverage: camera

Camera
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Internal training in KTS/ESI
CoRe — Bosch Conneted Repair

,0ne-PC* ,Local* ,Online“ Connected Tools

Air conditioning service

»Teaser for free Currently 780 reg Licences Connection with Cloud DMS
+500% within 12 Months since beginning of 2019

BT T TP N T T T T
OCS

Partnership with
™ i Beissbarth

Germany Poland GEMICAR Spain United Kingdom
A Portugal Uon;hmr' Nordic and UK SROUPAUTO Italy M M B Italy
’Audaiex) Germany, Turkey Portugal G France PRM Software AG Germany
= France Spain SHHELIDS Denmark —] Italy WO r ki n g With
AutoPass Luxemburg DVSE (Stahlgruber) Germany incadea = Germany Limex 5] Germany
Autotest INC Israel ED EditorialeDomus Italy Sweden i Spain 4 5 P a rtn e r
B BeraCom Germany (AT, FR) 5% United Kingdom Blcher Germany Vidicom Germany
BODI-DATA Germany MUBNER Germany @) Integra Poland V- & United Kingdom

r - .

UK F'z Denmark Koz Croatia Australia
Germany FatuRNS o Finland kornprobst Austria Der Wirtschaftsverlag Austria
Germany @ CecrCode Poland PSR Germany
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Internal training in KTS/ESI
CoRe — Bosch Connected Repair

BMW
Mercedes
VAG

Opel

Volvo
Opel
Osv.
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https://bosch-training.com/

Internal training in KTS/ESI PassThru og
CoRe — Bosch Connected Repair OF software

Telematic - step 2

Data from car go to
CoRe

Only 1id
All data stored
All history from the Car

A

All data back to the customer on Mail o
DMS systen

?g.
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Nye tekniske krav til diagnose udstyr

» Ny teknisk lasning kommer nu som standard i ESlI[tronic] 2.0 Online og
via KTS 560/590 kan vaerkstedet ved hjaelp af internetforbindelse fa
tilgang til OE krypterings systemer

» Bosch anbefaler vaerksteder med ESl[tronic], at veere pa forkant, og
tilsikre at alle installationer er internet forbundet

» ESI2.0 brugere med abonnement vil automatisk modtage de software
a&ndringer samt den firmware som behgaves til arbejde pa krypterede
diagnose systemer (via DDM download manager)

ESl[tronic] version 2019/3 (September)
» Farste version med Bosch Gateway lgsning til FCA (Fiat/Chrysler/Alfa)
» Bosch Seed+Key server lasning til nye Mercedes karetagjer (2020->)
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KTS: Hardware

(=}

» KTS 560/ 590 - (Interface)

» KTS 250 - (PC+Interface) » KTS 350 - (PC+Interface) » Katalog pris : 17.900,- KTS560
» Katalog pris: 17.900,- » Katalog pris : 29.900,- » Katalog pris : 26.900,- KTS590

» PassThru, NEJ » PassThru, JA » PassThru, JA

» Multimeter, NEJ » Multimeter, NEJ » Multimeter, JA

» Oscilloscope NEJ » Oscilloskop, NEJ » Oscilloscope, KTS590 JA
» ESI[tronic]: » ESl[tronic]: » ESI[tronic]:

» SD, JA » SD, JA » SD,JA

» SIS, NEJ > SIS, JA » SIS, JA

» Masterpakke, NEJ » Masterpakke, JA » Masterpakke, JA

» EBR, NEJ > EBR, JA » EBR, JA

» Online, opdatering » Online/offline, opdatering » Online/offline, opdatering

» CoRe NEJ (kommer senere) » CoRe ,JA » CoRe ,JA
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KTS: Hardware

——
g =
" =
o = |

» KTS 460 - (DCU 100+ + KTS 560) » KTS 995 - (DCU 220 + FSA 500 + KTS 560)
» Katalog pris : 30.500,- » Katalog pris : 62.000,-

» PassThru, JA » PassThru, JA

» Multimeter, NEJ » Multimeter, JA

» Oscilloscope NEJ » Oscilloscope, JA
» ESl[tronic]: » Motortest, JA

» SD, JA » ESl[tronic]:

> SIS, JA » SD, JA

» Masterpakke, JA » SIS, JA

» EBR, JA » Masterpakke, JA

» Online/offline, opdatering » EBR, JA

» CoRe,JA » Online/offline, opdatering

» CoRe,JA
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